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1.2

1.3

1.4

1.5

1. General information
Mission

The site's primary objective is to create a user- and media-friendly website with a large
amount of data presented in infographics. State body staff will administer the site, allowing
any user to access it, receive information about the state body, and media materials, and
observe the status and development dynamics of state body cases.

Objectives

To have the opportunity to post general information about the work of the state body on
the website and provide visitors the first-hand information on state body cases.

To develop a timeline for state body proceedings, which will display in detail all relevant
information on proceedings "as of now."

Website personas (target audience)

A journalist who needs to get all the information about the state body cases “as of now”,
share this information, be able to subscribe to email updates on the case or proceedings
of interest, and track their status.

A public figure who periodically follows the state body cases and for whom it is important
to get all the information on the case in a detailed form on the website and subscribe to
updates on cases and proceedings.

A person looking for information about the state body's activities with regards to reporting,
finances, vacancies, and/or wants to file an appeal or report on a detected fact of
corruption, including one committed by a state body employee.

An employee and a civil servant who seeks methodological and other information related
to the service.

Language versions

The website is planned to have Ukrainian (primary) and English versions. All court
documents, the case register, and case notices will be available in the original language
and will not be translated into English.

Adaptation of the design for people with vision impairments

The information on the official Website must be accessible to users with visual
impairments in accordance with the established requirements, namely:

- high-contrast colors and readable fonts;

- minimum text contrast is 4.5:1 (except for large texts - 3:1);

- minimum font size of 16 pt;

- the font size should be correctly increased by the browser up to 200%;

- no animation with a frame rate of less than 3 seconds;

- text version for images and media content;

- no text images (except for the logo);

- keyboard control option;

- valid HTML code for markup.



2. Software and server requirements

Platform requirements

Type - open-source CMS (source code availability is required), php
Framework;
DBMS - support for MySQL, MariaDB;

availability of technical support for the project;
developed community of developers in the market;
Updates - option to connect modules with additional functions;
option to install new modules/packages;

Speed performance (checked by the service
https://gtmetrix.com; the results for PageSpeed Score and Y Slow
Score should range from A to C);

productive capacity (load of 40-80 thousand unique visitors per
month);

Features - support for responsive design (preservation of the correct display
of the main modules on mobile devices);

flexibility in the development and integration;

security stability (using a system of stable releases, updating the
system kernel when vulnerabilities are detected, not using
components with known vulnerabilities)

The

content management system (administrative part of the site) should ensure:

option to add, edit, and delete content of static and dynamic pages;

functionality for creating, hiding, and deleting pages, menus and updating the
structure of a website without involving a development company;

functionality for updating information on any page of the website - updating text,
uploading images, videos, active links, and files;

the functionality of differentiating access to the website into different roles according
to the functional purpose (administrator, content manager);

user management functionality - create or delete users, change passwords, and
assign roles. Approval rights — allows the system administrator to set specific rights
and capabilities for internal staff to update content based on the role they play in
updating the website;

option to differentiate between headings/sections for editing by the website editor.

2.1 Hosting requirements

Hos

ting for website deployment is provided by specialists of the state body.

Operating system:

Linux x86, x86-64 - the most current stable versions of Debian 12, Ubuntu server

24.04 LTS.

Sup

ported web servers:
Apache - the most current stable version, 2.4.62+.
Nginx - the most current stable version, 1.26.2+.

PHP, modules, extensions:

List

PHP 5.5 and higher - specify the current or minimum recommended version

of required add-ons, libraries, modules, and their versions.
E.g., JSON/PECL, mod_rewrite, GD lib for captcha and file browser, cURL for
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1)

2)

2.3

package management, other PHP/nginx configuration options, etc. that must be installed
on the hosting;

as well as other compatibility requirements

For example: compatibility with database versions and the availability of the
necessary extensions SELECT, INSERT, UPDATE, DELETE for normal operations;
CREATE, ALTER, INDEX, DROP for installing plug-ins and add-ons; CREATE
TEMPORARY TABLES can be used in applications; MyI[SAM is a data storage
subsystem, etc.;

provided by the Developer.

Supported browsers (for the backend management interface) - the latest stable versions
as of the date of the project implementation:

- Google Chrome

- Microsoft Edge

- Mozilla Firefox

- Safari

- Opera

- Chromium-based browsers

Requirements for website security

Use a dedicated server (physical or virtual). Server settings requirements:

- isolation of the site from the rest of the system;

- maximum restriction of the freedom of scripts and their visibility;

- establishing mechanisms to control the integrity of the file system;

- backup and logging system;

- setting up TLS/SSL;

- compliance with protocols HTTPS and HSTS, it is prohibited to use fonts
SSLv2/SSLv3 or 3DES and RC4 (instruction BOD 18-01 01
https://cyber.dhs.gov/bod/18-01);

- website mail service should use STARTTLS and have valid records SPF/DMARC
(instruction M-15-1313 https://https.cio.gov/guide).

Requirements for CMS/php Framework:

- restrictions of the rights to files and directories;

- aban on executing scripts in the download directory;

- changing the standard paths to configuration/system files;

- using ORM when working with databases;

- protecting forms from DDoS attacks and other hacking attempts.

User groups

Creating the following user roles with the right to perform a specific action in the
administrative panel is necessary.

2.3.1 Content Manager (CM)
Responsible for creating, editing, and publishing the content. CM can manage
content within the designated area and have limited access to other administrative

functions.

The website editor should have an option to differentiate between headings/sections
for editing.

The following actions are allowed:
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- Create/edit/delete website pages;
- Upload/edit/ delete images and their properties (e.g., alt, title) in a category/folder;
- Edit meta tags of website pages.

2.3.2 Administrator (user with the "Admin" role)

A user with the "Admin" role has unlimited rights in the Administrative Panel. The
admin can create unlimited new user roles and assign rights to specific actions in the
Administrative Panel. He can also create new users and assign roles to them. Each user
can combine several roles.

A special user function with the role of “Admin” should be implemented, which
provides an opportunity to hide from the website:
- timeline;
- Cases Section of the state body with all subsections and respective pages;
- option to display the latest updates on the status of cases on the main page with
the ability to go to a specific case for this update.

Certain sections and functions are only displayed or available on the website if you
check the appropriate box (or use another method). However, content managers still can
enter information into them.

When the timeline is unchecked, the Cases Section of the state body should be
displayed on the website again, considering all the information entered by content
managers.

Access to the administrative part must be provided using a unique login and
password. The site administrator provides the login. The password is generated
automatically and sent to the Administrative Panel user at the address specified during
registration. When trying to log in to the administrative part for the first time, the system
should prompt the user to change the password (enter a new password manually).

2.3.3 Accounts protection

It is recommended that the following rules be followed when creating passwords
to ensure protection against unauthorized access to user accounts:

- the minimum password length should be eight (8) characters;

- the password should consist of numbers and Latin letters in different registers; it is
advisable to include other non-alphabetic characters available on the keyboard
(e.g.,/?21<>[]{} etc))

- the password must not be a dictionary word or a set of characters adjacent to each
other on the keyboard. Ideally, a password should consist of a random set of
characters. All passwords must be changed in a certain periodicity, which is
determined by the administrator.

There should be an option to automatically block a user's account in case of entering
an incorrect password. The user can unblock using their email address. This can be done
by the administrator from the administrative panel. The administrator configures the
number of attempts, the blocking time, and the possibility of early recovery by the user.
All actions related to accounts should be logged in in detail.

Working with content

Website content is added/edited on the administrative panel pages. For more
information, see Section 7, "Site Administration and Basic System Entities."
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The information should be filled in using page templates. There should be an option
to:

Post links on the pages;

- attach files of any format;

- post text and format text;

post graphic, tabular, and multimedia information.

The Beneficiary's personnel should not be required to have special technical skills or
knowledge of technologies or software products other than general skills in working with
a personal computer and a web browser to maintain and operate the website.

Event registration

The following security events must be logged:

- Activity of all users in the administrative part (e.g., Successful Login, Failed Login
Attempts, Account Lockout, Access Denied, Session Start/End);

- operations with accounts;

- attempts to gain unauthorized access to website user accounts;

- system errors: Critical system errors, including error type, stack trace, and time
stamp, should be logged.

- raw exceptions: Raw exceptions with details that may indicate vulnerabilities in the
system should be logged;

- Access to the audit log: Log any access to the audit logs, including information
about who accessed them, what was accessed, and when.

Such content events must be logged (recording time, user and their IP address, and
the object of the event):
- adding, deleting, or editing a news item
- adding, deleting, and editing a page
- adding, deleting, and editing a media file in a record
- uploading a file, deleting a file, editing a record with a file (e.g., posting reports).

The administrator can view and filter the security event log by time, event type, user, and
sorting.

Modifying or deleting the security event log or its specific events must be prevented for
any user, including the Administrator.



SEO requirements
Rules for generating a sitemap.xml

Required: setting up automatic generation of the sitemap.xml:
The sitemap should be automatically updated when pages are added or deleted on the
site.

Pages with the following conditions should NOT be generated in the map. However, the

sitemap.xml generation system should not directly access robots.txt. All rules must be

taken into account in the sitemap.xml generation system:

- The presence of a rule in robots.txt that prohibits indexing this page

- The presence of the <META NAME = &quot;ROBOTS&quot; CONTENT =
&quot;NOINDEX&quot; tag on the page

- Pages with status 4xx, 3xx

- Pages with the "canonical" attribute

Recommendations for tags on the site map:

1)  All URLs must contain the <lastmod> tag, indicating the last date the document was
edited.

2) The <urlset>, <url>, <loc> tags are required for the sitemap

3) In the <changefreq> tag, specify the Always parameter for the main page for
category pages. Specify the Daily option for pages of updated sections on the site,
including informational ones. Specify the Weekly option for pages and sections of
the site that are never or rarely updated.

4) The number of URLs in a Sitemap file should not exceed 50,000, and its
compressed size should not exceed 50 MB. If the size of the Sitemap file exceeds
the permissible size, it should be split into several parts.

5)  When specifying a URL, be sure to use the same syntax. For example, if the site
address is listed as https://site.com/, there should be no URL in the list that starts
with https://www.site.com/

6) Session IDs should not be included in URLSs.

7) The Sitemap file must define the following XML namespace: xmins =
"http://www.sitemaps.org/schemas/sitemap/0.9".

8) URLs in a sitemap file must be specified in UTF-8 encoding, and their encoding
must be understandable to the web server that hosts the file.

9) Sitemap can describe only the pages of the hosting domain. Pages of subdomains
or other domains may not be described.

10) When accessing a file, the server should return a response code 200.

11) Before uploading a file to the site, it is recommended to check its correctness with a
Sitemap validator (https://www.xmlvalidation.com or other similar service)

12) The site map should be automatically updated when pages are added or deleted.

Generating friendly URLs for website pages

When setting up friendly URLS, be sure to follow the rules below:

- To generate a URL, be sure to use transliterated keywords that exactly match the
content of the page;

- The syntax for generating page addresses should be consistent across the entire
site;

- Only lowercase Latin characters should be used in page addresses, not Cyrillic
ones;

- When creating URLSs for Ukrainian-language sites, be sure to use transliteration;

- The hyphen "-" should be used as a word separator (instead of a space) in the URL.
If there is more than one space between words, only one "-" is used instead of all


http://site.com.ua/
http://www.site.com.ua/
http://www.sitemaps.org/schemas/sitemap/0.9

the spaces;
- Do not use symbolic variables of type ! » Ne; % : ?* () {}[]/\" & #.

3.3 Optimizing micro-markup

Check the correctness of the markup on the site here:
http://www.google.com/webmasters/tools/richsnippets

Set up the microdata generation using the generation templates below. Add the format of
microdata for “bread crumbs” according to the following template:

/I For the section:

<div class="breadcrumbs">

<span itemscope itemtype="http://data-vocabulary.org/Breadcrumb">
<a itemprop="url" href="/"> <span itemprop="title">Main</span> </a>
</span

<span itemscope itemtype="http://data-vocabulary.org/Breadcrumb">
<span itemprop="title">{Section}</span> </a>

</span

<div>

/I For the subsection:

<div class="breadcrumbs">

<span itemscope itemtype="http://data-vocabulary.org/Breadcrumb™>
<a itemprop="url" href="/"> <span itemprop="title">Main</span> </a>
</span

<span itemscope itemtype="http://data-vocabulary.org/Breadcrumb™>
<a itemprop="url" href="/page/dir1"> <span itemprop="title">{Section}</span> </a>
</span

<span itemscope itemtype="http://data-vocabulary.org/Breadcrumb™>
<span itemprop=&quot;title&quot;>Subsection</span> </a

</span

<div>

3.4 Analytics

CMS tools or external tools (Google Analytics) should be used for diagnostics and

statistical data collection:

- Maintaining online statistics records;

- Information about traffic analysis, Path analysis, visitor Trends, page Views, Incoming
pages, Most popular pages, Outgoing pages, Page - length of stay, browsers and
platforms;

- Website access and usage statistics for a communications expert.


http://www.google.com/webmasters/tools/richsnippets
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Design

The website design shall be developed taking into account the corporate identity of
the state body, as well as the requirements of the "Requirements for the Development
(Modernization) of Official Websites (Websites) of Executive Authorities" approved by the
Resolution of the Cabinet of Ministers of Ukraine No. 3 of January 4, 2002, and the
"Requirements for the Design of Official Websites (Web Portals) of Executive Authorities
and Official Web Resources Related to the Activities of Executive Authorities and the
Unified Web Portal of the Cabinet of Ministers of Ukraine" approved by order of the
Ministry of Digital Transformation of Ukraine No. 57 of June 23, 2022.

The Beneficiary will provide a reference for the website design and a website
prototype, which reflects the general style and principles and approaches to the
implementation of the assignment. The developer has to offer its own concept of the
UI/UX design, provided that the functionality, connections, and interaction of the system's
entities have been preserved and that modern technological capabilities have been
considered. The developer shall implement elements and components of the website in
compliance with the requirements of this assignment and the selected design option.

The main page should include an image of the state body emblem and information
about the organization, links to social media, the option to change the language, and an
icon to change the font size for people with visual impairments. The “Go to the Main
Menu” button should be displayed at the top of the page. Visitors of the website should
also immediately have access to the [...] button, which redirects them to the Section “For
Public — Application Forms.”

Site structure

The website should be up-to-date, coherent, modern, and intuitive.

The structure of the Website shall meet the following requirements:

- logical and clear distribution of information that meets the main tasks of users;
- the maximum nesting depth is four (4) levels;

- short, unambiguous, and clear section and page titles;

- provide for mandatory sections in accordance with applicable law.

To navigate between pages, develop a two-level navigation menu that can include
links to internal sections and external resources (open in a new window). The
administrator can change the menu components using the Administrative Center.

Based on the analysis of the current portal, surveys, web analytics and research of
the best domestic and foreign experience, the Contractor proposes an indicative portal
structure. The structure should consider the optimal number of sections in the
menu perceived by users as 5-7 and logically divide sections into groups. The structure
of the pages can be changed by the portal administrator using the administrative panel.

The structure should also take into account the "Procedure for Publication of
Information on the Activities of Executive Authorities on the Internet" approved by the
Cabinet of Ministers of Ukraine on January 4, 2002, No. 3, namely paragraph 8.1, which
requires the following information to be posted on the portal:

- name of the state body;

- the main tasks and regulatory and legal principles of activity;

- structure and senior executives of the body;

- surnames, first names, and patronymics of the executives;

- location of the office, territorial bodies, and relevant structural units (postal
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addresses, telephone and fax numbers, official websites, and e-mail addresses);
main functions of structural units.

regulations on issues within the authority's competence;

plans to prepare draft regulatory documents and amendments to them;
notifications on the publication of draft regulatory documents, drafts of these
documents, and analysis of their regulatory impact;

reports on tracking the effectiveness of regulatory documents adopted by the state
body;

information on the regulatory activities of the state body;

the list and procedure for the provision of administrative services by state bodies
and budgetary institutions under their management and to which the authority to
provide such services has been delegated;

information on interaction with the public council at the state body;

information on public consultations, public expertise, and consideration of public
opinion in its activities;

samples of documents and other materials required by public to apply to the state
body;

the body's working hours and the hours of reception by the executives;

targeted programs in the relevant area;

information on the procurement of goods (works, services) for public funds;

state information resources on issues within the state body's competence;
current and planned activities and events in the relevant area;

information about available vacancies.

Site map

Main page
News

m News

m All news

m Photos and videos
m Contacts for media

About the state body

m  Senior executives

*+ Head

* First deputy head

* Deputy head
m Structure
» Structural unit page
Content and principles of activity
Legal basis for the activity
Symbols of the state body
The history of the state body
Self-government
Qualification Commission of the State Body
m Partners

State body cases
Case

e Proceedings

Archive of court decisions

Activities

Functions of the state body

m  Work reports

m Data and infographics, statistics
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m Finance
m International Cooperation
For public
m Schedule of public reception
m Regarding public appeals
m Access to public information
m Forms of appeals
e Public appeals
e Request for public information
e Report corruption
e Report corruption of the state body employees
Work in the state body
s Employees
m Civil service
m  Documents related to the competition
m Archive of vacancies
For employees of the state body
Entry to the state register
Ethics
Methodological support of employees’ activity
Professional development of employees
Increasing the level of professional competence of civil servants and evaluating their
performance
m  Submit a declaration of integrity of an employee
m Information on the prevention of corruption and lack of integrity in the state body
Contacts
Search results page

Adaptability of pages and elements of the website

The website shall have the following adaptive (tablet, mobile) pages:
1) Main page
2) Proceedings - two types of mobile version implementation (timeline - Proceedings
1 and table - Proceedings 2)
3) Content and principles of activity.

The menu and footer are also adaptive.

Content

Along with the website, thematic images are developed to cover news and announcements

in a unified style in the following categories (with the subsequent option of editing
text/images):

3 (three) images per category:

1. Suspicion.
2. Interim measure.
3. Completed investigation.

2 (two) images per category:

1. Announcement of the court hearing
2. Appeal

3. Solved

4. Sentence



Suspended

Debate

Examination of withnesses
Examination of evidence
. Detained

10. Statement

11.We inform

12.Cassation
13.Commentary
14.Competition

15.Using the language of numbers
16. Preparatory court hearing
17.Notified of suspicion
18.Direct speech

19.The outcome of the court hearing
20.0Outcome

21.Weekly Summary
22.Sent to court
23.Penalties

24.Urgent

25. Civil forfeiture

26.Wanted

27.Time limitations
28.Important information

©oNoL

In addition, in compliance with the general style of the website, an HTML stub page should
be created to inform website users about scheduled or other works on the website.
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Description of the website page dynamics

General requirements for page design and layout

5.1.1 Design uniformity

This criterion means that elements similar in nature and functionality should look the same
on all site pages (in the same color scheme and design style). Similar blocks should have
the same animation effects if repeated on different pages.

If new functional blocks are added subsequently, they should be designed in the same
style as the existing ones to maintain the integrity of the style.

5.1.2 Cross-browser compatibility

The functionality works correctly and does not change its appearance (except for
standard elements that depend on the operating system theme) in:

Desktop (latest stable versions at the time of project delivery)
- Google Chrome

- Microsoft Edge

- Mozilla Firefox

- Safari

- Opera

- Chromium-based browsers

Mobile version (latest available on Google Play at the time of project delivery)
- Google Chrome

- Safari

- Opera

- Firefox

- Samsung Internet

Depending on the chosen implementation technology, the Contractor may set
requirements for the minimum supported versions in agreement with the Beneficiary.

5.1.3 Adaptability

5.2

The resolution of screens and devices to display the layout without distortion:
- 720p and higher - smartphones;

- 720p and higher - tablet;

- 1080p and higher - PC

Depending on the chosen visualization technology, the Contractor may set other
minimum resolution requirements as agreed with the Beneficiary.

Navigation on the site

Website navigation is done through user interaction with the navigation menu and
auxiliary elements of website navigation (buttons, links, active blocks, transitions, etc.).

The system should provide navigation through all resources available to the user and
display relevant information. A content menu system should be used for navigation. The
menu should come as a text block (a list of hyperlinks) in the right column.



The menu module should allow displaying the menu, logo, links to social networks, and
navigation links. It provides a convenient navigation menu that opens when clicking on
the collapsed menu icon (sandwich) on any site page.

The main menu is displayed on the website in 2 places:
Top menu (on the left in the header)
The bottom menu (in the basement of the site).

5.3 Page structure and functionality
5.3.1Website header

- Logo of the state body;

- name of the website;

- site menu icon (sandwich) that expands into a full-screen pop-up menu consisting
of the logo, sections, and subsections of the site

- aswitch between Ukrainian and English language versions of the website;

- anicon to change the font size for people with visual impairments;

- links to social networks

- "Report corruption” banner

- asearch icon that expands into a full-screen search;

The search is carried out in the following categories and displays the number of matches in
the following categories:
- news;
- announcement;
- case
- proceeding
- judge

If the administrator disables the display of the timeline and the section with information about
cases, only the news and announcements categories should be displayed.

5.3.2Site footer

- Logo of the state body;

- name of the website;

- state body address;

- links to social networks - Facebook, Twitter (X)
- state body hotline number

- site map with subsections

- banner “Report Corruption”.

5.3.3Main page

1. The site's name and brief information about what the user can find on this site.

2. Infographic with the state body work results (counters):
Proceedings initiated (three indicators: preventive measures taken; the number of
arrests, persons removed from office);
Notices of suspicion;



Sent to court (two indicators: number of defendants in the state body cases;
proceedings that have been pending for more than a year);

Court decisions (three indicators: verdicts; rulings; amount of compensated damages)

Civil forfeiture (two indicators: claims; amount)
Funds for the Armed Forces of Ukraine

Infographic elements expanded by indicators should have a design that intuitively
indicates the option to click on the infographic element.

Information about the timeline.

. Top News block: three news items are displayed in a chronological descending order
(from newest to oldest), showing arrows for scrolling. Add a button to open a page with
all the Top News.

. News block - news that will be added daily, nine (9) latest news.
Add a section "Announcements" next to the "News" tab, with the option to switch between
sections (and also to edit - add/hide/delete sections in the News block).

6. A block with the latest news and the option to go to the page of all news.

5.3.4Page with all cases of the state body (Cases)

Page functionality:
The page consists of a table that displays all cases of the state body. Cases are displayed
in table form on the Cases page.

Search by cases within the table is based on the following information (by installing filters
and/or other convenient methods):

1. name of the case;

2. name of the court

3. date of the last update

4. case status.

5.3.5Case page

Page functionality:

On the Case page, the site user can view all the information on the case, subscribe to
updates on the case, go to the page of a specific proceeding, view statistical facts on the
case that are added manually by the site administrator, and read news on the case.

The page consists of the following blocks:

1. case name, case hashtags;

2. a button to share the case on social networks, get a code to embed into another
website;

pinned menu with page navigation;

displaying the latest status/update on the proceedings;

a field for subscribing to updates for a specific case by email;

a block displaying the latest news on the proceedings;

the text block of the case summary, which contains a general description of the case;
a table with all proceedings in the case with the date and status; the name of the
proceeding takes the user to the page of the selected proceeding;

9. the statistical block "Facts" with all the facts about the case that are added manually
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by the site administrator;
10. a block with the latest news about the case with the option to go to all the news on
the case.

For more information on the list of fields and links to other system entities, see Section
7.4. “Adding a case in the Administrative Panel.”

5.3.6 Proceedings page

Page functionality:

Each case has a number of proceedings; the site user has the opportunity to view all
information on the proceeding on the relevant page of the website, subscribe to updates
on a particular proceeding, view facts of the proceeding, use the timeline (more details
on the timeline are described below) to follow progress made in the case of this
proceeding, view litigations, and news on the proceeding.

The Proceedings page consists of the following blocks:
1. name of the proceedings;

a button to share the proceedings on social networks and get a code to embed on

another website;

pinned menu with page navigation;

displaying the current status of the proceedings;

displaying the latest update on the case;

a field for subscribing to updates for a particular proceeding by email;

the text block of the proceedings, which contains a general description of the

proceedings;

8. a statistical block with all the facts about the proceedings that are added manually
by the site administrator;

9. timeline of the proceedings;

10. A block on litigation and interim measures in proceedings;

11. a block with the latest news on the proceedings with the option to go to all the news
on the proceedings.

N

Nookow

For more information on the list of fields and links to other system entities, see
Section 7.3 “Adding Proceedings in the Administrative Panel.”

5.3.7Adding entities “Court”, “Judge”

Courts and Judges are added in the administrative panel. Other website entities use
the generated up-to-date directories.
The Courts directory should have three entities: [court type 1]; [court type 2]; [court

type 3]

For more information on the list of fields and links to other system entities, see Section
7.10, "Adding a court to the Administrative Panel,” and Section 7.11, "Adding a judge to
the Administrative Panel."

5.3.8 Contact page

The page contains a photo of the state body building and its address. Directions - linking
coordinates to Google Maps or other similar service.

The "Feedback" form includes:
- A description of the form for site users;



- Link to information on how to legally appeal to the state body;
- Link to the website form for reporting a corruption crime;

5.3.9Menu

The site's main menu should expand to full screen upon clicking the menu icon
(sandwich, in the header on the left). The menu should remain open until the user clicks
on the arrow, at which point it collapses.

The main menu includes:

- Logo of the state body;
- Links to social networks;
- The main sections should have a larger font and be located on the right.

All other sections and subsections are located on the left and have a smaller font

than the main sections.

5.3.10 Navigating through internal pages

The internal pages of the site have local navigation by subsections of the view,

navigation through the page (tabs), and the "up” button.

By clicking on an icon or subsection name, the user is redirected to the selected page.

- Navigation through the page:
|

ABU

v PAHTH

By clicking on a tab, the site user is redirected to the corresponding block of the page

- Up button

Each page has an "up" button (arrow) in the lower right corner. This button appears
when scrolling more than 600 px (pixels) down and moves the page up.

5.4 Thematic pages

Page title

Purpose

Special blocks

News

display all relevant state
body news by category

block with the latest news
block with the latest
announcements

block with search by tags
subscribe to Facebook
subscribe to the newsletter
displaying the latest updates
on case statuses with the
option to switch to a specific
case for this update (the
administrator must be able to
hide)

All news

option to view news by
category

selection of news for the
period

view news by category
subscribe to the newsletter
subscribe to Facebook,




Twitter (X)

Photos and videos

Contacts for media

provide an opportunity to
download the logo, view
photos of the executives,
photos of the state body
building

map - linking coordinates to
Google Maps

Senior executives

page with photos of the
senior executives,
opening

statement of the head
and the option to read
the biography of each of
the leaders

Senior executives - Head

Display biography and
latest news with the
participation of the Head

Structure

page with a list of state
body structural units. By
clicking on it, the user is
redirected to the page of
the corresponding
structural unit

Structure —
Structural unit

Information about the
name, functions,
and other information

Content and principles of
activity

a text page describing
the goals and objectives
of the state body

Legal basis for the activity

a text page with
information required by
law

Symbols of the state body text page the option to upload a media file
History of the state body text page

Self-government text page

Qualification commission text page option to download a PDF file

Partners

logos of partners and
brief information about
the partnership with
them

Activity - Functions of the text page

state body

Activity - Performance text page the option to download a PDF
reports file of the report

Activity - Data and text page the option to download a PDF or
infographics, statistics image file

Activity - Finance text page option to download a PDF file
Activity - International text page

cooperation

For Public - Schedule of text page

Public Reception




For public - Regarding text page
public appeals
For public - Access to text page

public information

For public - Application
forms

a text page that contains
banners for request
forms, descriptions of the
forms, and other
additional information.

Switching to forms:

Public appeals
Request for public information
Report corruption

Report corruption of the state
body employees

Form of appeal

Page with the application
form

reCaptcha or similar antibot
check

checking the validity of filling
in the form fields

button for clearing the form
send button

Work in the state body -
employees

a table with a list of
vacancies in the
state body

filter by position, competition
status

the option to download a PDF
file with the qualification
requirements and the
progress of the competition

Work in the state body -
Civil Service

a table with a list of
vacancies in the state
body

filter by position, competition
status

the option to download a PDF
file with the qualification
requirements and the
progress of the competition

Work in the state body -
Documents on the
competition

text page

option to download a PDF file

Work in the state body -
Vacancy archive

a table with a list of out-
of-date vacancies in the
state body

filter by date, position
the option to download a PDF
file with the qualification
requirements and results of
the competition

Access to the state register

a text page with a link to
an external resource

Ethics text page option to download a PDF file
For employees - text page option to download a PDF file
Methodological support of

prosecutorial activity

For employees - text page option to download a PDF file
Professional development

of prosecutors

For employees - Increasing | text page option to download a PDF file

the level of professional
competence of civil
servants and evaluating
their performance

For employees - Submit a
declaration of integrity

a text page with a link to
an external resource




For employees -
Information on preventing
corruption and lack of
integrity

text page

option to download a PDF file

Contacts

a text page with contact
information

map - linking coordinates to
Google Maps

Archive of court decisions

Table display of the
archive of proceedings,
the transition to the
number to the respective
state register

filter by:
- decision number
- date of the decision
- the number of the
proceedings
- court case number
- form

Search results page

search results by
categories




6.1

6.2

Description of the functionality of the site elements
Search

It is necessary to implement a dynamic search by headings, text and tags. When
entering a part of the word, the number of matches grouped by categories is displayed
on the screen (see point .5.3.1). Clicking on a certain category will take you to the results

page.
Timeline

The timeline on the proceedings page is the main element of the front part of the
website. The primary purpose of the tracker is to provide an opportunity to track the
progress of the most important and high-profile cases of significant public interest. The
timeline contains information on the chronology of changes and events related to the
proceedings and their current status. On the timeline, we reproduce the progress of the
pre-trial investigation and the state body proceedings.

The timeline consists of two main stages: The pre-trial investigation stage and the
court proceedings stage. The number of stages and states can be edited using templates;
see Sections 7.6 - 7.9.

Cranin cynoBOro NpPOBAKEHHA
HagxonwesHA 3sAzM, [10BLA0MNSHHA 3scToCySaHHA 3azepwenHA MiaroTosse Cyaoswa poaman PiwennHa cyay AnenAuiHe T3

NOSIA0OMIEHHA NPO npo niaoapy 3axobis Aaocyaosoro saciaaHHA KacaLgiHe
NOpYLLIEHHA 3abesneuenHA POACNIAYESHHA OCKAKEHHA

Each stage, in turn, consists of a set of statuses. Each status corresponds to the
status of the proceedings. It is essential to understand that a case does not always move
forward only; it can remain in one status for a long time (indicated by red dots) or return
to the status of the previous one.

The points on the timeline have one of the colors set when creating a point in the
Administrative Panel (from the predefined list). It is highlighted by clicking on a point, and
a sidebar with data for that point pops up on the left side of the page. The panel contains
the Back and Next buttons for additional navigation through the chronology of the timeline.

To optimize the work and ensure maximum convenience of administration, it is
advisable to consider separating Timeline into a separate widget to avoid excessive
integration with other components and entities of the site and to ensure greater
independence of the timeline in the administration process. This approach will also help
align workflows and entities without creating unnecessary interdependencies and will also
allow to control visibility of the timeline from the administrative panel (the option not to
display the timeline on the site).

An approximate implementation example is given below. The developer can offer his
own version of implementation, using his own version of design and interactive
components, provided that the specified functionality is preserved. The details of the
implementation are agreed upon at the stage of agreement of the ToR.
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6.2.1 Technical requirements for the timeline

- the option to "embed" a block with a timeline into web pages on third-party resources in
the form of an iframe;

- the size of the picture when exporting the timeline to a file should dynamically match the
"filled" part of the iframe (see Figure 1);

<[> Kon pns scraeku Ha cauT 3aBaHTAKATY TaRMNaIAH B 3asaxTaxuTy Bci MaTepian cnpasu ¢
@ HopmansHwii xia cnpasu @ pustavere 3acigaHs cyay @ 3acinaxnn cyay He sigbynocs
1 Cr 2 | gocynosoro poacnl 3 auus 4 Crapin CyR0BOro NpoBagXeHHA
HagxomkeHHs 3ansy, [oBinoMNEHHs 3acrocysaHHa 3apepuieHHs MiaroTosye Cynosuit poarnsa PiwenHs cyay Anensuiie Ta
NOBIAOMNEHHA NP0 NPO NiRo3py 3axobis [A0CYN0BOrO 3acinaHHa KacauiiiHe
NOPYIWEHHS 3abeaneyeHHA poacnigysaHHs OCKapKEeHHs
2016
@
09
10 ?
iframe T
@
|
©
1
=
12 * A

Figure 1. The iframe should contain 1-3 statuses and from 8 - 12 months inclusive



generate and download a timeline in PDF;

generate and download all documents/files from the timeline in one archive;
download a timeline from a file in a table form;

share the timeline as a picture on Facebook and Twitter;

in the mobile version it is necessary to switch the timeline to the table form
automatically;

option to switch to a table display of the timeline with links to download individual
documents by status;

BassHTaomI TEENAL0 B 2sssvmaomi eci watepiana cnpasn o B
Fosrnan obewHyBanLHOro akTy Xpononoris
35’7899&»‘940 O0BHHYBANEHNA ST 22.04.2018
S8BaHTEXUTH JOKYMEHT
OBeuny=ansHuil aKT ckeposaHo 10 CONOMAHCSK 0T PailoHHoro cyay Micta Knesa 22.04.2016
Kaoneriewo cyanis ConoM'AHCEXOr0 PaMOHHOro cyay micta Knesa 8 x04i NiaroToBwomn cyaosoro B ®n P 3axACTY | BH1+ YXBaMy 3ariaHo 3 n.
4y 3 ct 314 KMNK Yxpaisn npo ERE BXTY ¥ ¥ p Ne 52016000000000037 ao anenaywiHoro cyay micta Kuesa ana 22.04.2018
iTs HE POSTNAHYTO NUTSHHA NPO ¥ SikHoro aaxoay.
Kaonerieio cyanis ConoM'AHCEXOr0 PaMOHHOro cyay micTa Knesa 8 x04i NiaroToBuomn cyaosoro L ®n p 3aXACTY | BH1+ YXBany ariaHo 3 n.
4y 3 ct 314 KMNK Yxpaisn npo ERE aXTY ¥ ¥ p Ne 52016000000000037 ao anenAayuiHoro cyay micta Kuesa ana 11.05.2018
iTs HE POSTNAHYTO NUTSHHA NPO Y SibkHoro aaxoay.
Vxsanow xonerii cyadis anenayinHoro cyay micta Knesa of AaxTyp y np Ne 52016000000000037 Maciwnuka A.T. noesepHyTo A0 24052015

COnoM'AHCEX OT0 PANOHHOTO Cyay ANA PO3MALY N0 CyTi.

- the distance along the x-axis (statuses) should be unchanged (see Figure 2);

) HopmansHuii xig cnpasu ‘ MpusHayeHe 3acinaqHs cyay . BacigaHHs cyay He sigbynoch 3 n
Cragisi AOCYAOBOro po3cnigyBaHHs _
Haaxopxenns 3assun, [losigoMnesnHs 3actocysanHs 3asepLueHHs Migrotosue
NOBIAOMNEHHS NPO npo nigospy 3axobis A0CYA0BOro 3acinanHn
NOPYLEHHS 3abeaneveHHs poscnigyBaHHA

1

3.09.2016 i
B 3anexHocrTi Big gartu

nogii - TOMKY 3MiLLYIOTLCSA
22.09.2016 Moociy

29.09.2016

Bigcranb no oci X(crartycu)
noBuHa ByTU HE3MIHHOK

—— e —O——e—

Figure 2. The distance along the x-axis (statuses) should be constant



6.2.2

6.3

6.4

Requirements for the administration of the timeline

Timeline points are created in the site's Administrative Panel. For more information
on the list of fields and links to other system entities, see Section 7.2, "Adding a point in
the Administrative Panel” (status of proceedings as of a certain date).

Subscribe to updates

Each case and proceeding has a subscription for updates. When a new point is
added to the timeline, the user who subscribed to the update should receive an email with
all the information about this point. In a particular case - when the status of each of the
proceedings in the case changes. In proceedings - only when a status change occurs in
a specific proceeding.

It is planned to use the MailChimp service (https:/mailchimp.com/) and its API
(application programming interface - a set of ready-made classes, procedures, functions,
structures, and constants provided by the application for use in external software
products).

The users will add their email to the field and send it to the list of groups in MailChimp.
Each group (case or proceeding) will have its list in MailChimp with its array of emails for
convenient list editing by the site administrator.

When users send their email to a group, they will receive an email from the Mailchimp
service stating that they have successfully subscribed to the newsletter. The letter should
be designed in the design of the state body website with brief information about the event
that took place and the option to go to the website and automatically open a case or
proceeding.

The need to implement this section is determined at the stage of approval of the ToR.
Further support of mailing functions using the specified or other external or internal
service is provided by the state body independently.

The letter with the news on the case will be sent when:
1) the status of the case changed
2) news on the case added
3) state body comment comes up or is updated

The letter with the news on proceedings will be sent when:
1) the status of the case changed
2) news on the proceedings added
3) state body comment comes up or is updated
4) anew point on the timeline added
5) status in the litigation granted

Subscribe to the newsletter

Every Sunday, users who have subscribed to the newsletter should receive
interesting articles for the week. The compilation of articles to be sent and the sending
should be done automatically, without the participation of the site administrator. Still, the
latter should be able to view and edit the newsletter.

The email will contain a photo of the news and brief information about the news (taken
from the news summary on the website), and a "read" button. When the user clicks the
"read" button, they are redirected to the page of a specific news item on the site.

It is planned to use the service for news mailing Mailchimp (https://mailchimp.com/)
and its API (application programming interface - a set of ready-made classes, procedures,
functions, structures, and constants provided by the application for use in external
software products). One general group will be created for users who have subscribed to



https://mailchimp.com/
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6.5

6.6

6.7

the newsletter.

The need to implement this section is determined at the stage of approval of the ToR.
Further support of mailing functions using specified or other external or internal service is
provided by the state body independently.

Share in social media

Users must be able to share a website page, news, case, and proceedings on
Facebook and Twitter and receive a code for embedding.

When sharing a page, users will be asked to log in to their Facebook or Twitter
accounts. Next, a social network window opens with the information from the page
already automatically substituted (such functionality has already been developed in
Facebook and Twitter), and the next step is for the user to confirm the publication.

Infographics with the results of the state body activity on the main page

These infographics are updated manually by the administrator. It is necessary to add
the option for the administrator to change icons as well if required.

Section — other news and photos, and videos

The section contains four recent news or videos. The data is generated automatically
according to the category in which the article or video is located, similar to the “News by
topic” principle on information portals. The section is located on the following pages of
the News section:

- news
- photos and videos

Itis necessary to add the option for the site administrator to manually change/edit the

types of information in this section.



7. Site administration and main system entities

A list of the main entities used in the system:
1. User of the administrative panel
2. User role of the Administrative Panel
3. The right to perform a specific action in the Administrative Panel (in the context of
the user role)
4. Point on the timeline (status of the proceedings as of a certain date) (Section 7.2)
5. Proceedings (Section 7.3)
6. The case (Section 7.4)
7. Court (Section 7.10)
8. Judge (Section 7.11)
9. Stage of proceedings (Section 7.7)
10. Litigation (Section 7.9)
11. Interim measures (Section 7.8)
12. Proceedings template (Section 7.6)
13. Type of proceedings (Section 7.5)
14. Form of the decision
15. Status of the hearing
16. News (Section 7.12)
17. News section
18. Tag
19. Vacancy
20. Head
21. Static page (Section 7.13)



7.1

Information Architecture

General Scheme of information architecture (IA) is presented below.
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The Administrative Panel is used to manage the site's content.

A user with the "Administrator” role has unlimited rights in the Administrative Panel.
Administrator can create new user roles for the Administrative Panel in an unlimited
number and assign rights to specific actions within the Administrative Panel. They can
also create new users and assign roles to them. Each user can combine multiple roles.



7.2 Adding a point to the Administrative Panel

The main essence of the system around which the IA is built is a point (event) on the
proceedings timeline (the state of the proceedings as of a specific date).

The example of the page for adding a point on the Administrative Panel.

OopaBaHHA To4YkM (nogil) Ha TanMnanHi

Hava CraTtyc xoQy cnpasu
28.07.2017 ® Hopmanssui xia D
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— v
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|Z= v
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The point has the following fields and links:
- Date

- Title

- Description

- State Body commentary
- Court

- List of judges

- Status of the hearing

- Status of the case

- News

- Entry in the registry (text)



File

Publication status

Stage

Decision (if checked, an additional set of fields opens)

¢ Piwenusn

HoMep pilleHHs

OaTta @

Homep cynoBoi
cnpaeu

®opma Yxeana v

JIiHK Ha pilieHHA

Decision number
Date

Court case number
Form of the decision
Link to the decision



7.3 Adding a proceeding to the Administrative Panel

The point is directly related to the entity element “Proceeding.”
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The entity of the proceeding, contains the following fields and links:
- Type of proceedings

- Name of the proceeding

- Pre-trial investigation

- Court proceedings

- State body commentary

- A set of elements of litigation/interim measures

- A set of points (events)

- Publication status



7.4 Adding a case to the Administrative Panel

The Case entity contains the following fields and links:

Proceedings are directly related to the "Case" entity element. Example of
implementation on Administrative Panel:

doaaTy NpoOSsMEHHA

Hassa cnpasu

®abyna cnpasu

DopaBaHHSA cnpaBu

Teri Oopnatwn ver

#oHilWeHKo \ Aoaatn |

BiakpuTi NpoBagXeHHA

NPOBALKEHHA OATA MOYATKY/SABEPLUEHHSA CTATYC

Npoeaa 16.06.2016 B;_)yqermn OSBMHYBAaNbHOMD 3KTY i HAaNpaBNeHHs
05BUHYBanNbHOIO akTy 40 CYAY

MpoBag 18.06.2016 MpoaoB#eHHES CTPOKIB 40CY40BOrc poscnigyBalHs

DaKkTn
IkoHKka 3aronosok
lcon > 3 mnpa rpH
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Icon » 120 ocib
| Icon » i3 cyaqi
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Icon x 100 mns rpH
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Name of the case
Case background
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Open proceedings
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Publication status
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7.5 Adding atype of proceeding to the Administrative Panel

Each element of the "Type of proceeding" entity corresponds to a proceeding
template. Example of implementation on the Administrative Panel:

JdopnaBaHHA TUNY NpopagxeHb

Hasea Tuny

LLa6noH npoBaaxeHb

locnogapbekuit v

3bepertu Bigmina



7.6 Proceedings template in the Administrative Panel

The Proceeding template entity has the following fields and links:
- Name of the template
- Set of templates for stages of proceedings (pre-trial investigation, court
proceedings)
- Template of types of litigation activity
- Template of interim measures.

Example of implementation on Administrative Panel.

HNopaBaHHA WaGNoHy NpoBagXeHb

Hassa wabnory

Wabnox cragil npoBagxeHHa

Cragis 30Cy30B0ro PoscnigyBanHa
Y

Nopatn wabnox cTagii npoBagxeHHA

CTaaiA A0CYA0B0T0 POICHIAYEaHHA v Ooaatw

LWabnox No30BHUX 4iIANbHOCTEN

LWabnox 3axogis sabesnevyeHHn

— v

36eperti Biamisa




7.7 Adding stages of proceedings in the Administrative Panel

The "Stage of proceedings" entity has the following fields and links:
- Name of the stage of the proceedings
- A set of proceeding statuses.

Example of implementation on Administrative Panel:

JopaBaHHA cTagii npoBagXeHb

Hasea cTagii NnpoBagXeHHA (Hanp.: Cmadia docydos020 poschidysanHs)

CTaTycyu NpoBagXeHHs
HaaxomxeHHA 3378y, NOBIAOMIEHHS NP0 MOPYLLEHHS @

MoBigoMMeHH] Npo nigospy @ @

3acTocyBaHHA 3ax00iB 3a0e3neyeHHA @

[LopaTtu cTaTyc NpoBafKeHHS

HasBa cTtaTycy npoBagXeHHA

Dogatu

36epertu | Biamina



7.8 Adding measures to secure proceedings to the Administrative Panel
The "Security measures" entity has the following fields and relationships:
- Name
- A set of categories of security measures

Example of implementation on the Administrative Panel:

HNonaBaHHA 3axoniB 3abe3neyeHHNA

HasBa (Hanp.: 3axodu 3abe3nsyeHHs)

KaTeropii 3axogie 3a6e3ne4eHHn

MogaHHA @
CyfoBuiA po3mag @ @
Cyfzi0Be pileHHA @

[dopatw kateropito 3axoay 3a6eaneyeHHs

HazBa kaTeropii 3axoqy 3a6eane4eHHs Konip (Colorpicker)

Dogatn

36epertu Bigmina




7.9 Adding a claim activity of a proceeding to the Administrative Panel
The "Litigation" entity has the following fields and links:
- Name
- A set of categories of the litigation.

Example of implementation on the administrative panel

NonaBaHHA NO30BHOI OIANIBHOCTI

HasBa (Hanp.: MozosHa diansHicms)

KaTeropii No3oBHOI AiANbLHOCTI

MogaHHA @
Cynosui po3rnag @ @
Cy[0Be pilLeHHA @

[opatu kateropiko NO30BHOI QiANLHOCTI

HasBa kaTeropil NO30BHOI AiANbHOCTI LiBeT (Colorpicker)

Hopatu

3bepertut | ér Bigmina




7.10 Adding a Court to the Administrative Panel
The Court entity has the following fields and links:
- Name
- Address
- Link to the official website of the court
- List of judges

Example of implementation on the Administrative Panel:

donaBaHHA cyny

Hasea
Agpeca

TiHK Ha oilinHy CTOPIHKY cyay

3bepertu Bigmina



7.11 Adding a Judge to the Administrative Panel
- Name
- Patronymic
- Last Name

- Court
Example of implementation on the Administrative Panel.

OopnaBaHHA cyani

Mo 6aTbkoBI
Mpizeuie

Cya

ConomHcbkuiA cya

3Bepertu ‘ Bigmina



7.12 Adding News in the Administrative Panel

News entity has the following fields and links:
- Name
- Content
- Category (from the list)
- Video
- Photo
- Publication status

Example of implementation on the Administrative Panel:

JdonaBaHHA HOBUHMU

HasBa

SmicT

Py6puKa

l AHoHC

Bigeo

®doTo

3aBaHTaxuTH

| 36epertu | | BigmiHa




7.13 Adding a static page in the Administrative Panel
The entity “Static Page” has the following fields:
- Name
- Pseudonym
- Content

Example of implementation on the administrative panel:

JdonaBaHHA CTaTUYHOI CTOPIHKU

Hasea
MceBOoOHIM
3micT

[ vicrounux 32 @ @ (@

B I CQEESS=E =55 ]| | o Lol Il 5 Cmunu - Gopmatm... ~

3Bepertu { Bigmina




7.14 The sequence of actions of the Content Manager

To create elements of the main entities in the administrative panel, the content
manager performs actions according to the following algorithms, which can be adjusted
at the stage of ToR approval.

1. For example, the Content Manager (CM) has the task of adding a case, a proceeding to
this case, and several events (points) in the added proceeding.
The CM goes to the page for adding a new case and fills out the form:

- enters the name of the case and its plot;

- adds tags to the case - from the list of existing ones or creates new ones
(optional);

- if the case contains information to fill in the "Facts" block, adds elements to this
block, filling in the necessary fields for each, selects an icon, enters the title and
subtitle of the element;

- leaves the Publish checkbox blank;

- clicks the Save button.

Since the created record has not yet been published, users of the site will not have
access to the page of this case, and will not see references to this case and related
entities on any other pages of the site.

After the case is saved, the "Add proceedings" button appears on the case editing
page, and by clicking on it, the CM goes to the page for adding proceedings to the created
case and fills out the form.

Let's assume that the type of proceedings to be added is administrative. Consider an
example where the system already has a template for a set of stages and states for this
type of proceeding.

- in the field with the drop-down list "Type of proceedings”, select administrative;

- enter the text in the fields "Name of the proceedings”, "Pre-trial investigation”,
"Court proceedings", "State body comment";

- to add elements to the "Litigation/interim measures" block, fill in the necessary
data for each of the elements: select the section, date, and content;

- clicks the Save button.

After the proceeding is saved, on the proceeding editing page, the button "Add point
to the timeline" appears, by clicking on which the CM goes to the page for adding a
timeline point (event) to the created proceeding and fills out the form:

- enters the date;

- texts of the fields "Title", "Description”, "State body comment";

- indicates the court (selects from the existing ones in the system (auto-complete
search field), or creates a new one on the same page by clicking the "Add new"
button and filling out the form in the modal window);

- adds judges (selects from existing judges of the selected court (search field with
auto-complete), or create new ones on the same page by clicking the "Add new"
button and filling out the form in the modal window);

- indicates the status of the meeting (drop-down list);

- indicates the status of the case for a point from a fixed list (each status
corresponds to the color that the point will have on the timeline);

- if the point corresponds to a news item - selects the news item from the existing
ones on the site;

- fills in the "Registry entry" field;

- if necessary, the CM has the option to attach a file with a document or an archive
with documents to a point;



- indicates the stage of the point from the list of available for the selected
proceeding template;

- if there is a decision associated with the point, the CM checks the "Decision”
checkbox, and in this case, an additional group of fields appears: decision
number, date, court case number, one of the options for the form of the decision,
a link to the decision page.

- clicks the Save button.

Goes to the page for creating another point in this proceeding and fills in all the
necessary fields, similar to creating the previous point. For each new point in the
proceedings, the default court and the list of judges from the previous point in the
proceedings are set.

For example, three points were created in the proceedings.

The CM checks the entered data on the case, proceedings and points, and, if
necessary, posts the case on the website by checking the "Post" box on the case editing
page.

If necessary, each of the elements, such as case, view, and point, can be removed
from the website at any time.

2. If the CM needs to add a type of proceeding for which there is no template for stages
and states, this template must be created first. To do this, he/she goes to the page for
adding a stage of proceedings and fills out the form. Creates the necessary stages for a
new template. On the timeline of the proceedings page, these stages will form the
"header" of the timeline:

3asepweHHa MiaroTosse Cyaoswi poamaa PiwenHn cyay AnenAagine T8
aocyaosoro 33CiaaHHA ¥scaitHe
poacnaysaHHA OCKapHEHHA

HaaxoaweaHHA sasen, osiaomnesHa
NOBIA0OMNEHHA NP0 npo miacapy
nopyLWeHHA

Also, if necessary, the CM creates templates for the elements of the
"Litigation/Interim Measures" block on the corresponding pages in the Administrative
Panel. They will be used to navigate this block on the proceedings page:

MNO30BHA [IANBbHICTb  3AXOOW 3ABE3MNEYEHHA

Mogarka CyaoBuit posrnag CyaoBe pilueHHs OcKkap¥eHHs

After all the auxiliary templates listed above are created, the CM can start creating
the proceedings template. To do this, he or she goes to the page for adding a proceeding
template and fills out the form:

- enters the name;

- adds stages of proceedings from the drop-down list;

- selects a template of claim activity from the drop-down list;

- selects a security measure template from the drop-down list;
- clicks the Save button;

After the proceeding template is ready, the CM can create a new type of proceeding
that will be used when creating/editing proceedings. To do this, he CM goes to the page
for adding a type of proceeding and fills out a short form:

- enters the name of the type of proceedings;
- and selects the proceeding template created in the previous step from the drop-



down list;
- clicks the Save button;

After that, the created type will be available for selection when adding or editing a
case.

It should be noted that if there is a need to change the template of the existing
proceedings - all its points retain their states in the stages of the proceedings, and they
do not need to be re-entered. In other words, a state is a universal element that can be
used in an unlimited number of templates, so points "migrate” to a new template without
losing their properties and state.

3. To add a news item, the CM goes to the Add News page in the Admininistrative Panel
and fills out the form:

- adds a headline;

- Enters news content;

- specifies the Category (selects from the existing ones in the system (auto-
complete search field), or creates a new one on the same page by clicking the
"Add new" button and filling out the form in the modal window);

- Ifavideo needs to be added to the news, the CM adds a code to embed the video
on the page;

- uploads a photo;

- check the Published checkbox.



8. Requirements for implementation
8.1 Training for state body specialists

Before testing the website, the Contractor conducts at least two four-hour training
sessions for the specialists of the state body (administrators and content managers of the
website) on its operation.

The training is conducted according to the schedule agreed with the state body.
Premises for conducting training sessions are provided by the state body. The costs of
training sessions are borne by the Contractor.

8.2 Testing

The Contractor provides testing of the website, within which:

- deploys the website in its own test environment, giving employees of the state body
all appropriate access rights, or at the request of the state body, transfers the virtual machine
file to it for deployment of the website on the hosting of the state body (the format of the virtual
machine is agreed upon at the stage of agreement of the ToR);

- organizes the process of collecting and accumulating remarks and comments on
the work of the website;

- ensures processing of the received remarks and comments and prompt elimination
of errors discovered during the testing process.

Testing begins after granting the state body access rights to the test environment or
after transferring the virtual machine file and ends with a positive result of the tests conducted
in accordance with the Program and methodology and issued in accordance with the
requirements of the state body (act, protocol, etc.).

8.3 Operationalization

The Beneficiary provides hosting for the deployment of the website and its availability
on the Internet with a specified domain name in the gov.ua zone no later than 5 working days
after successful completion of testing and signing of the Act of acceptance and transfer of
programming results.

The deployment of the website on the hosting of the state body is provided by the
state body. The terms and scope of the Contractor's participation in the process of deployment
of the website on the hosting of the state body shall be agreed between IDLO, Beneficiary,
and the Contractor at the website testing stage.

The website is considered put into operation after signing the Act of acceptance and
transfer of programming results and on the condition that it is available on the Internet at the
specified domain address of the gov.ua zone.

8.4 Documentation

The contractor shall prepare technical and operational documentation containing
descriptions of all necessary settings and information necessary for the implementation of the
website, in particular:

- Terms of Reference,;

- Design layout (prototype, etc.) of the main pages on the website;

- Administrator's manual, including;

- Instructions for installation, configuration, data backup and information recovery;

- User manual;

- Project Programs and methods of acceptance tests;

- Draft of the Protocol of the completed tests.



The documentation must be complete, informative, clear, well-structured, consistent
(using identical terms, definitions, identifiers, etc.) and meet established requirements for this
type of documentation.

The documentation must be completed and developed in the state language and
provided by the Contractor in an electronic form on a physical electronic device (optical disk,
USB drive, etc.).

The result of programming is the Software (program code) of the website on a
physical electronic device.

A virtual machine file (virtual private server, VPS) with a configured website ready for
industrial use is also transferred to the Beneficiary on a physical electronic device (hard disk,
USB drive).

8.5 Correction of errors

The Contractor ensures a timely response to the Beneficiary's requests, their
appropriate processing and elimination of website software code functioning errors that
occurred due to the Contractor's fault and were discovered during operation, within at least
three months after the completion of the work and signing of the Acceptance-Transfer Act.

The terms of interaction and the list of works shall be defined in the Service License
Agreement (SLA), which is agreed and signed between the Beneficiary and the Developer.

Correction of errors during the specified period is carried out by the Developer free
of charge.
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